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1. Introduction

Instrumentation and control (I&C) systems play a crucial role in the safe operation of nuclear facilities [1].
The overall I&C architecture (the organization of the complete set of I&C systems important to safety [2])
should consider several key principles in its design and implementation. The application of defence in
depth (DiD) is the principal mean of preventing accidents and mitigating their effect [3]. Both deterministic
and probabilistic analysis methods need be utilized in the assessment of DiD requirements [3].

Traditionally, probabilistic risk assessment (PRA) has focused mainly on modelling DiD levels 3 and 4 [4].
In addition, level 5 may have been modelled if level 3 PRA is required, whereas levels 1 and 2 are often
implicitly covered by initiating event analysis. From I&C perspective this means that mainly the reactor
protection system (RPS) has been explicitly modelled. However, a more detailed analysis of I&C systems
involved in the DiD levels 1 and 2 could provide valuable information both for plant safety and availability
perspectives [4]. In consequence, also the overall I&C architecture would need to be considered in PRA.

PRA modelling of digital I&C systems is a challenging task, because, e.g., the systems are very complex,
there is very little failure data available and because of software. The topic has been studied for a long
time (e.g. [5], [6]). However, mainly approaches to model the RPS have been considered [5, 7]).
Organisation for Economic Co-operation and Development (OECD) Nuclear Energy Agency (NEA)
Committee on the Safety of Nuclear Installations (CSNI) Working Group on Risk Assessment (WGRISK)
task DIGMORE – A realistic comparative application of DI&C modelling approaches for PSA, started in
2022, extends the scope a bit by including also new modelling aspects, such as priority logic, back-up
systems and spurious actuations. The work should achieve an in-depth understanding of PRA relevant
impacts of interactions within the entire I&C architecture.

In this study, we perform a literature review on I&C architecture related PRA. The rest of this report is
structured as follows. In section 2, we give a general level introduction to I&C system architecture. We
summarize past digital I&C related WGRISK tasks and Nordic cooperation in section 3. In section 4, we
review the literature related to I&C architecture PRA. Section 5 concludes this study.

2. Overall I&C architecture

According to [2], the overall instrumentation and control (I&C) architecture of a nuclear power plant “is the
organization of the complete set of I&C systems important to safety.” In addition, non-safety I&C systems
that are interconnected with I&C systems important to safety are often included in the overall I&C
architecture. The architecture provides a high-level view of the individual I&C systems and how they relate
to one another. It also specifies the allocation of plant functions to individual I&C systems and the
specification of the interface requirements of the individual I&C systems [8]. The I&C system architecture
has three primary functions [9]:

1. to provide the sensory (e.g., measurement and surveillance) capabilities to support functions such
as monitoring or control and to enable plant personnel to assess the plant status,

2. to provide automatic control, both of the main plant and of many auxiliary systems,

3. to protect the plant from the consequences of any malfunction or deficiency of plant systems or
human errors.

The overall I&C architecture should consider several key principles in its design and implementation [2],
such as, DiD, protection against common cause failures (CCF), independence, diversity, and reliability [8].
Defence in depth is the principal means of preventing accidents and mitigating the potential consequences
of accidents [3].
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The DiD levels suggested by the Western European Nuclear Regulators’ Association (WENRA) for new
reactor designs are [3] (the bullet points under each level describes issues related to the design of I&C for
the different levels as identified in [10]):

1. Prevention of abnormal operation and failures (normal operation)

 Normal operation I&C should be designed to achieve good availability of the plant (low
frequency of initiating events), and to eliminate the propagation of failures to safety I&C.

 Operational I&C functions can have safety-related functions.
 Systems/functions are not necessarily only non-safety classified.
 Potential common cause initiator (CCI). It should be demonstrated that normal I&C cannot

interfere safety I&C.
 Could operational I&C be credited in safety analysis (usually not in deterministic safety

assessment but maybe in PRA)?

2. Control of abnormal operation and detection of failures (anticipated operational occurrences)

 Includes a number of preventive functions to avoid operational transients.
 Also important to the availability of the plant and has functional dependences with level 1.
 Functions are safety classified but not in the highest safety category. It has joint objectives

with DiD level 3 and can have functional dependencies.
 Plays usually minor role in PRA (part of the initiating event frequency).
 Redundancy (1-out-of-2 success criterion) may be required.

3. Control of accident to limit radiological releases and prevent escalation to core melt conditions (3.a
postulated single initiating events, 3.b postulated multiple failure events)

 Includes reactor trip system (RTS) and engineered safety features actuation system
(ESFAS) and belongs to the highest safety class.

 Nowadays four-redundant systems.
 In addition diversity may be required.

4. Control of accidents with core melt to limit off-site releases (postulated core melt accidents)

 From I&C point of view many functions are rather simple both including passive features
(no or little I&C), manual functions (relaying on monitoring of status of the plant).

 Safety classification varies.
 DiD level 3 functions/systems play significant role at this level, too.

5. Mitigation of radiological consequences of significant releases of radioactive material

 Includes alarming, monitoring and communication functions.
 May be considered quite separate from the other systems.

3. International cooperation within PRA of digital I&C

3.1 OECD NEA CSNI WGRISK projects

OECD NEA CSNI WGRISK has organized research related to PRA modelling of digital I&C systems. The
work started with identifying the current methods and information sources used for quantitative evaluation
for digital I&C systems PRA of nuclear power plants (NPPs) [11].
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The following Digital System Reliability Failure Mode Taxonomy (DIGREL) task group focused on
developing a taxonomy of failure modes of digital components for PRA purposes [12]. Both hardware and
software components were considered. However, the taxonomy focused on the reliability analysis of the
reactor protection system. A new failure modes taxonomy based on five levels of abstraction was defined:
1) system level (complete reactor protection system), 2) division level, 3) I&C unit level, 4) I&C unit modules
level, and 5) basic components level.

The scope of the following DIGMAP project included a benchmark study on PRA modelling of a digital
reactor protection system [13]. In the study, the same RPS system was modelled by different project
participants using the common system specification and reliability data. Similar results could be computed
with different modelling approaches, e.g., a very detailed PRA model vs a simplified PRA with extensive
background analyses.

The current DIGMORE project extends the reference case of DIGMAP to cover new modelling aspects,
such as priority logic, back-up systems and spurious actuations. The DIGMORE will also consider the
overall I&C architecture more broadly, since, e.g., operational I&C will be included in the model.

3.2 Nordic cooperation

In the Nordic nuclear safety research (NKS) project DIGREL (a parallel project to the WGRISK DIGREL
task group), guidelines to analyse and model digital I&C systems in PRA were developed [5]. The project
consisted of three subtasks: 1) development of a failure modes taxonomy within the WGRISK DIGREL
task group [12], 2) development of a digital I&C PRA model for a fictive boiling water reactor [5], and 3)
development of a method for the quantification of software reliability in PRA [14]. The research project
focused on modelling and analysing digital RPS for PRA purposes.

The continuation NKS project Modelling of DIGital I&C (MODIG) focused on the assessment of DiD,
diversity and complexity, analysis of spurious actuations, and on software failure data [10]. A literature
review regarding the role of PRA in assessing the DiD framework was performed. Considering I&C the
focus has been on DiD level 3 assessment, i.e. assessment of the RPS. In the MODIG project, also DiD
level 2 safety functions were considered [15]. These are discussed more in Section 4.1.

4. I&C architecture PRA

4.1 PRA assessment of defence in depth

In [10], a survey on PRA’s role in assessing the DiD framework was performed. The results of the survey
indicated that the assessment of DiD and diversity is quite straightforward with PRA. Typically, PRA
focuses on modelling DiD levels 3 and 4. DiD levels 1 and 2 are generally implicitly included in the initiating
events analysis. A conclusion of the survey [10] is that a more detailed assessment of systems and function
related to DiD levels 1 and 2 could provide valuable information both from plant safety and availability
points of view.

The limitations identified in [10] regarding assessment of DiD level 2 in PRA are addressed in [15]. In [15],
evaluation of preventive safety functions (DiD level 2 functions) using PRA is discussed. The DiD level 2
can be interesting since it can overlap with DiD levels 1 and 3 both functionally and with respect to system
arrangements [15]. I&C is in the focus of the work. In the example case of [15], the DIGREL PRA model
[5] is extended to demonstrate how DiD level 2 can be included into a PRA model. In the example, the
limitation function of a reactor power control system is included in the transient event tree and an example
FT for the limitation function is presented [15]. The modification of the event tree to include the DiD level
2 limitation function was minor. However, since levels 1 and 2 are typically implicitly covered by the
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initiating event analysis [15], the corresponding initiating events need to account for the explicit modelling
of the limitation function of DiD level 2.

On a general level DiD in PRA is considered in e.g. [16] and [17]. The use of PRA in evaluating the DiD is
studied in [16]. The study proposes a new framework for DiD levels to support better PRA assessment of
the levels. Especially, for PRA assessment of levels 1 and 2 the International Atomic Energy Agency
(IAEA) definition of the DiD [18] provide only limited support [16].

In [17], the role of PRA in evaluating the DiD is considered. A conceptual framework and related processes
for the assessment of a safety architecture (i.e. the measures that encompass the different levels of DiD)
implementing DiD is proposed. The assessment process consists of four main steps of which the fourth
step considers the evaluation of the physical performance and reliability of the levels of DiD. An additional
step performs the PRA assessment of the safety architecture (and the corresponding DiD). As the
framework for the integration of DiD concept and PRA the risk space (frequency/probability of occurrence,
versus consequences) is used [17].

4.2 I&C common cause failure assessment

A state-of-the-art review on probabilistic modelling of CCFs in digital I&C systems is performed in [19]. Our
aim is not to repeat the review but to complement it. Based on the review in [19] there is only a somewhat
limited number of literature considering hardware and software CCFs in digital I&C systems. The main
challenge seems to be the lack of data. There is a need for both data collection and method development
activities [19].

Diversity and DiD are used in I&C system architectures for the protection against CCFs [20]. However, it
can be challenging to uphold diversity and DiD in digital systems for both hardware and software.

The U.S. Nuclear Regulatory Commission’s (NRC) position on diversity and DiD focusing on digital
(software) applications was reviewed in [20]. The review considered PRA in a very limited matter. However,
since PRA typically considers beyond design basis events, PRA could be used also for assessing digital
CCFs in this context.

In a project under the Risk Informed Systems Analysis (RISA) Pathway that is part of the U.S. Department
of Energy Light Water Reactor Sustainability Program the goal is to develop a risk assessment strategy
for digital upgrades and designs (see e.g. [21, 22, 23, 24, 25]).  The risk assessment framework for the
digital I&C systems suggested for the strategy is shown in Figure 1.

The seven step process redundancy-guided systems-theoretic hazard analysis (RESHA) approach is used
for the hazard analysis. In RESHA, fault tree analysis (FTA) and system-theoretic process analysis (STPA)
[26] approaches are combined [25]. In addition, HAZCADS (hazards and consequence analysis for digital
systems) [27] is used to support the construction of an integrated fault tree. The main outcomes of the
hazard analysis are [28]; 1) the identification of CCFs and potential single points of failure in the digital I&C
design, 2) an integrated FT containing both individual failures and CCFs of hardware and software, and 3)
hazard preventive strategies.
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Designs of Digital I&C
Systems and Plants

Digital  I&C Risk Assessment Framework

Hazard analysis Reliabil ity
analysis

Consequence
analysis

Redundancy-guided systems-
theoretic hazard analysis

PRA and uncertainty
quantification

Multiscale quantitative reliability analysis

Bayesian and HRA-aided method for the
reliability analysis of software

Orthogonal-defect classification for assessing
software reliability

CCF modelling and estimation

Failure modes

System failure
probabilities

Probabilistic estimation
of failure consequences

Propositions to optimize
designs and upgrades by

quantitativily reducing risks
and costs

Figure 1. Risk assessment framework for high safety-significant safety-related digital I&C systems
(modified from [25]).

During the reliability analysis phase either the Bayesian and HRA-aided method for the reliability analysis
of software (BAHAMAS) [29] or the orthogonal-defect classification for assessing software reliability
(ORCAS) approach can be used for quantifying software failure events. BAHAMAS is used when there is
only a limited amount of data available, and ORCAS can be used when there is a sufficient amount of data
available for detailed software reliability analysis. An approach was developed and employed for modelling
and estimating both software and hardware CCFs (but especially for software CCFs). For modelling CCFs
of redundant configurations a hybrid approach is used that utilises a standard and a modified beta-factor
method [21]. Parameter estimation is performed by weighting different subfactors (e.g. redundancy,
separation and safety culture) according to their importance based on expert judgement [28]. An approach
for modelling CCFs of diverse configurations is presented in [21] and refined in [25]. When all the basic
events of the integrated FT representing the entire digital I&C have been computed, it can be quantified
using an FTA tool.

During the consequence analysis assessment of the impact of digital failures on plant overall risks is
performed by assessing affected behaviours and responses [28]. The consequence analysis is based
typically on the traditional PRA approach (i.e. event tree-fault tree approach).

In [30], risk informed methods are considered for the defence-in-depth and diversity (D3) analyses for
assessing vulnerabilities to digital common cause failures. In the standard risk informed method, the
existing PRA is modified to reflect digital upgrades. In the simplified risk-informed method, specific
information from the existing PRA is used and combined (no need to update to PRA) and the information
is conservatively treated to compute bounding estimates of potential change in key risk estimates.

In [31], the benefits of digital I&C on DiD and diversity (compared to analog I&C) were assessed from a
risk perspective the focus being on software CCF. In the study, a full scope Level 1 (internal events) PRA
for a typical pressurized water reactor was performed. A focus of the study was on postulated CCFs in the
RTS and ESFAS [31].
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4.3 PRA of I&C features affecting several DiD levels

The analysis approach for spurious actuations proposed in [10] follows the usual practice followed in PRA.
Both single failures and CCFs need to be considered. In addition, both top-down and bottom-up
approaches are needed. A top-down approach can be used for screening irrelevant system failures or I&C
function failures. A bottom-up approach is then applied to the critical functions. Issues related to analysis
of spurious actions are also identified in [10]. These issues include [10]: 1) how to identify possible common
cause initiators comprehensively, 2) to what extent CCF causing a spurious actuation should be
considered, 3) likelihood of a fire caused hot short, and 4) Spurious actuations caused by human errors of
commission.

PRA modelling of spurious off (stop/close) signals for safety functions resulting from detected failures and
of a priority unit is considered in [32]. The work was complementary to the DIGMAP project [13]. Spurious
off signals were added to the DIGMAP model and their impact to the results were assessed. They were
modelled in accordance with [5]. Considering the priority unit, a fault tree model of the unit was developed
[32]. The input signals for the priority unit come from an RPS, back-up I&C system and operating I&C
system. In the PRA model, only the RPS is modelled in detail. The back-up system and the operating I&C
system are accounted for only in a simplified manner.

The common position of Multinational Design Evaluation Programme – Digital Instrumentation and
Controls Working Group [33] gives assessment guidance to evaluate the sources of spurious actuations,
the consequence of identified spurious actuations, and measures to prevent and respond to spurious
actuations to maintain plant safety. The common position does not recommend any specific approach for
the evaluation. The generic framework presented in [34] focuses especially on evaluating consequences
associated with spurious actuation.

4.4 PRA of I&C systems in existing plant PRAs

4.4.1 PRA of NuScale small modular reactor I&C

The U.S. NRC has published sections of the NuScale small modular reactor Design Certification
Application (DCA) online [35]. The only I&C system modelled in the PRA is the module protection system
(includes both the RTS and ESFAS) [36]. In addition, the plant control system is credited in the single
module model in the context of an initiating event. The I&C is modelled at the digital module level. I&C
related behaviour that could have a negative impact on system operation or plant response have been
modelled explicitly in the PRA. The PRA model includes basic events for actuation priority logic modules.
Related to multi-module PRA the plant wide I&C systems are considered in the shared systems hazard
analysis [36].

4.4.2 PRA of U.S. EPR I&C

The U.S. NRC has published sections of the US variant of the European Pressurized Water Reactor (U.S.
EPR) Final Safety Analysis Report (FSAR) online [37]. The protection system (PS) is the most important
I&C system to the PRA and, thus, it is the only I&C system that is modelled in detail (to the level of detail
of the rack mounted TELEPERM XS (TXS) modules) [38]. I&C systems modelled at a lower level of detail
include the safety automation system (SAS), process automation system (PAS), and the diverse actuation
system (DAS). For the SAS and PAS conservative failure rates are used in the PRA. The models of PAS
and SAS are combined with power supplies and sensor inputs that could be shared with the PS to account
for dependencies. A beta factor is used to include DAS in the PRA model to account for potential software
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CCF with the corresponding PS functions. For the PS, the PRA model includes two categories of software
CCFs; CCFs of the operating system software and CCF of the application software [38].

4.4.3 PRA of APR-1400 I&C

The U.S. NRC has published sections of the Advanced Power Reactor 1400 (APR1400) Design Control
Document [39]. In the PRA model, the plant protection system (PPS) (includes RTS and ESFAS) and the
diverse actuation system (of which the diverse protection system (DPS) is the most relevant part) are
included [40]. Operating system software and applications system software CCFs are assumed for both
the PPS and DPS. However, software CCFs only affect the specific system, similarly to hardware CCFs.
In addition, component interface modules (CIM) (performs signal prioritization) are considered in the PRA.
A CIM is a hardware based device and, thus, it is not subject to software CCF. Each CIM is connected to
one component and is included in the boundary of the component.

4.4.4 PRA of ESBWR I&C

The U.S. NRC has published sections of the Economic Simplified Boiling-Water Reactor (ESBWR) Design
Control Document [41]. The RPS and the DPS are included in the PRA model [42].

4.4.5 PRA of OL3 I&C

The PRA of the Olkiluoto (OL3) I&C for the operating license is briefly addressed in [43]. The I&C modelling
is based on the failure mode and effect analysis of the I&C systems. The I&C modelling is done at different
phases and levels. The detailed fault tree (FT) models of I&C functions developed for reliability analysis
for verifying unavailability targets functions as the basis for I&C modelling in PRA. At this phase, basic
events are modelled at the hardware module level. In addition, software failure modes are considered in
the model. For the actual I&C modelling in the PRA, so called super-components are used. Super-
component FTs are used to create super-component basic events that represents the failure of I&C system
units. These FTs are not directly linked to PRA model, but are used to compute the failure probability of
the basic events in the PRA.

4.4.6 PRA of UK EPR I&C

For modelling the I&C in the UK EPR an approach referred to as the Compact Failure Model (CM) is used
[44]. In the CM approach, a digital I&C system is divided into elementary I&C functions (channels) that are
represented by specific fault trees in the PRA. The I&C functions are split into instrumentation, processing
and actuator parts. In the processing part the processing functions of the PS, the SAS, the PAS, the
Reactor Control Surveillance and Limitation System (RCSL) and the Severe Accident I&C (SA I&C) are
considered. For example, CCFs are considered for systems based on the same platform (e.g., the RCSL,
SA I&C and RPS are part of the TXS platform). The human machine interface and non-computerised
safety system are modelled similarly to digital I&C systems.

4.5 Miscellaneous

A risk informed approach for probabilistic design and optimization of I&C architectures in research reactors
is presented in [45]. In the approach, after an I&C architecture has been formulated it is converted into a
reliability block diagram (RBD). The RBD is then transformed into a Bayesian network model that is used
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for the reliability analysis. In parallel to the reliability analysis, the cost of the I&C architecture is estimated.
Based on the reliability analysis and the cost estimates, different risk metrics are used to determine an
optimized architecture. The approach should be applicable to I&C systems of different DiD levels. However
the case study only considers the RPS [45].

For independent verification purposes of the Flamanville 3 plant PRA the Institute for Radiological
Protection and Nuclear Safety (IRSN) has developed a limited scope PRA and [46] presents the
preliminary I&C model part of the PRA. In the model, I&C failures are considered for the PS, SAS and
MCS and MCP1. For example, CCF between TXS and the TXP platforms are considered. Fault trees are
used for the modelling.

An approach to evaluate quantitatively the importance of digital I&C system components involving complex
interactions is described in [47]. Due to the complex interactions and the lack of availability of quantitative
failure data for each component, analysing the importance with PRA can be challenging. In the proposed
method a system model is built according to the systems-theoretic accident model and process, and
weights are assigned to components based on design information and operation strategies (instead of
quantitative failure data) [47]. The importance of each component is computed according to the effect of a
single component failure on the overall I&C functions. In the case study related to a research reactor, the
importance analysis was performed for the protections systems (RPS and alternate protection system)
and monitoring systems (post-accident monitoring system, and information processing system) [47].

In [24], dynamic event trees (DET) are used to estimate failure likelihoods for digital I&C system reliability
assessment. The study specifically focused on the effect of CCFs and software aging. Based on the two
performed case studies, the DET approach represents reality better than traditional PRA methods. DETs
can also be integrated into the traditional ET/FT analysis. In addition, [24] presents a method for evaluating
the model agnostic reliability of ML models integrated in digital I&C systems.

5. Conclusions

PRA modelling of digital I&C systems has been studied for a long time in research projects. Some real-life
applications have also been developed during the past decades. Traditionally, probabilistic risk
assessment (PRA) has focused mainly on modelling DiD levels 3 and 4. From I&C perspective this means
that mainly the reactor protection system (RPS) has been explicitly modelled. Therefore, the research has
also focused on modelling the RPS in PRA.

Based on our review, the literature regarding PRA of the overall I&C architecture is rather scarce. A large
part of the literature focuses on I&C common cause failure assessment. Some literature regarding PRA
assessment of DiD levels (on a general level) can be found. Features of overall I&C architecture PRA have
mainly been considered within Nordic co-operation and within SAFIR-projects. They have also been taken
into account in real-life application. However, from these cases there is only a limited amount of information
publicly available.

The current WGRISK task DIGMORE considers PRA of the I&C systems from a bit broader scope. The
study includes modelling aspects, such as priority logic, back-up systems and spurious actuations. The
goal of DIGMORE is to achieve an in-depth understanding of PRA relevant impacts of interactions within
the entire I&C architecture.

1 The meaning for MCP or MCS is not described in [46].
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